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B cydacHoMy iHbopMaIiitHOMy CyCHUIBCTBI 3abe3nedeHHs 1HPOpMaIiifHOT
oe3neku ([ani — Ib) € mepmMaHeHTHUM 1 cucTeMHUM MpouiecoMm. Came 3 orisaay Ha
e moTpedye HEeraHoro pillleHHS psAd  3aBAaHb: HAYKOBHX, HAyKOBO-
TEXHOJOTTYHUX, TOTITUYHUX, EKOHOMIYHUX, KYJIbTYPOJOTIYHHX, a TaK e 3aBJlaHb
npaBoBoro 3aOesneueHHs Ib [2—4]. Indopmamiitna Oe3reka € OCHOBHOIO 1

HEB1'€MHOIO CKJIaJI0BOIO 3arajibHOI MOJIITUKHU HaIllOHAJIBHOI Oe3neku Ykpainu [1].

BpaxoByroun HaBeneHe, crnpoOyeMO HajaTH BU3HauyeHHs. [HpopmarmiiiHa
Oesneka — 1€ BIICYTHICTh MOXJIMBOCTEH HECAHKI[IOHOBAHOIO JOCTYIYy 0
iH(dopmarlli 3 MeTow ii KOmitOBaHHS, MOIIMPEHHS, BUKOPUCTAHHS, JIOMOBHEHHS,
3HUIIEHHS, Moaudikaiii, OJIOKyBaHHS, a TaK CaMO HETaTUBHOIO BILIUBY
1H(dopMaIlli Ha 1HAUBIIYyAIbHY 1 CYCHUIBHY CBIJIOMICTH 1 MCHUXIKY JIIOJEH, TOOTO
CTaH 3axXHUIIEHOCTI 1H(OPMAIIITHOTO CepeloBUIlla CYCIIILCTBA, IO 3a0e3neuye
(yHKLIOHYBaHHA 1 PO3BUTOK LIBOIO CEPEAOBHINA B IHTEpecax TIpPOMasH,

OpraHi3alii i JIep>xaBH.

Oznakamu edextuBHoro (GyHkiioHnyBanHs cucteM Ib € macmTabHICTB 1
rIMOMHA, KOMIUIEKCHICTh (TO€JHAHHS TEXHIYHUX, MPABOBHUX 1 OpraHi3aliiHuX
METOMIB 1 3aco0iB), a TaKOX aJjanTailis J0 arpeCMBHOTO iHGOpPMAIIIiTHOTO
cepenopumia. CrnpoOyemo po3iOpaTucs 13 THM, 3a JOMOMOTOI0 SKHX 3aXO0JiB
MO>KHA MOKpauuTh 3axucT iHpopMmauii. Tak Ib migBuIyeThCsl 3aBASKH BXXHUTTIO
TaKUX TEXHIYHHUX 3aX0jiB. 1) CTBOpPEHHs amapaTHO - MPOTPAMHUX KOMILICKCIB
3aXUCTy, 1X TIOCTIHHE OHOBJIEHHS 1 Monudikauis, 2) 3aCTOCYBaHHS
KpunrorpadiuHux 3aco0iB 3axucty iH(popmanii mpu ii 30epiranHi, oOpoOul Ta
nepeaadi, pe3epByBaHHI 0COOJMBO BaXJIMBUX KOMIT FOTEPHUX IMIJICUCTEM; 3aXUCT
iHbopMaIlii BiJi BUTOKY TEXHIYHMMH KaHaJIaMH, 3) OpraHizailisi 00YMCIFOBAIbHUX
MEpEeX 3 MOKITUBICTIO TIEPEPO3IOALTY PECYPCiB y pa3i MOPYIICHHS Mpaie3aaTHOCTI
OKpEeMHX JIaHOK; 4) BUKOPUCTAHHA KOHCTPYKIIM AJig 3aXUCTy BiJ PO3KpaJaHb,

caboTaxy, JTUBEPCIiH, BUOYXIB; 5) ycTaHOBKa  pe3epBHUX CUCTEM



CJIICKTPOXKUBIICHHS, OCHAIICHHS NPHUMIIMICHh 3aMKaMH, CHUTHATI3AIIEI0 TOIIO;
6) yctaHoBka cuctem ayTeHTH(iIKalii 3 BUKOPUCTAHHSAM MapoIiB, cepTH(iKaris,
METO/IIB O10MeTpii 1 MOpTPEeTHOI 1eHTHiKaIlii, 3ac001B KOHTPOJIIO MPUMIIIEHb Ha
OCHOBI CHCTeM BimeocrnoctepeskenHs. Jns HaniHoCTi 3abe3neuenns Ib craioTs y
HarojJi Takl TIpaBOB1 3axojau, sSK: 1) po3poOka HOPM, IO BCTAHOBIIOIOTH
BIIMOBIAQNBHICTD 32 KOMIT IOTEPHI 3JI0YMHU; 2) 3aXHUCT aBTOPCHKHX TIPaB;
3) YIOCKOHAJICHHS KPUMIHAJIBHOTO ¥ IIMBUIBHOTO 3aKOHOJABCTBA, a TaKOX
CYyJIOYMHCTBA; 4) JIEH3YBaHHSA MJISJIBHOCTI B Tally3l 3axXHCTy 1H(opMmaIii.
OpranizaniinuMu 3axofamMu €: 1) 0XopoHa OOUYMCIIOBAIBHOTO IEHTPY; 2) Miadip
NepcoHaly, BUKIIOUEHHSI BUIAJKIB BEJICHHS OCOOJIMBO BaXXJIIMBUX POOIT TUIBKU
OJTHIEFO JIFOJIMHOIO; 3aXHUCT BiJl aTaK METOJAMH COILIaJIbHOI 1HXKEeHepil; 3) HasBHICTD
IUIaHy BIJTHOBJIEHHS Mpane3gaTHOCTI 1H(QOPMAIHHOTO LEHTPY Micisl BUXOAY HOro
3 nany; 4) opraHizailisi 0OCIyroByBaHHSI OOYHCIIIOBAILHOTO LIEHTPY CTOPOHHBOIO
oprasizaiiero abo ocob0amu, HE 3alllKaBJICHUMH B TNPUXOBYBaHHI (HaKTiB
MOPYILICHHS pOOOTH LIEHTPY; MPaBWIHLHUN PO3MOALT MOBHOBAaXXEHb KOPUCTYBauiB
TOIIIO; 5) YHIBEpPCAJIbHICTh 3aCO01IB 3aXUCTY BiJl yCiX KOPUCTYBayiB (y TOMY YHCII U
BUIIIOTO KEPIBHUIITBA); 6) MOKJIaJaHHS BIAMOBIIAIBLHOCTI HAa 0Ci0, sIKI MOBUHHI
3a0e3neunT Oe3MeKy IEHTPY, peryispHa 3MiHa MapoJiiB 1 KIIOUIB, J0JIEP KaHHS

CTPOroro MopsiAKy ix 30epiranHs, aHami3 )KypHaliB peecTpalli MoAiil y cucTeMi.

PosrasnyBIm 3axoau, sSIKUX BXKMBAE JieprkaBa JIsl 3aXUCTy 1HMopMaItii, ciij

po3i0paTurcs 13 TUM, BiJI YOI0 OCTaHHIO TpeOa 3axXHUIIaTH.
OCHOBHI BUJI1 ITOPYIIEHb IHOOPMALIMHOI BE3ITEKU.

3aepoza eiddanenoeo aodminicmpyeanns. Iligx BiagaseHum
aJIMIHICTPYBAHHSIM CJiJI PO3YMITH HECAHKI[IOHOBAHE YIIPABJIIHHS BiIJIaJICHUM
KOMIT IOTEpOM, IO JIa€ 3MOTY KOIMIIOBAaTH 1 MOAU(DIKyBaTH HasiBHI Ha HbOMY JaHi,
YCTaHOBJIIOBATHU JIOBUIBHI MPOTPAMH, Y TOMY YKCI ¥ TIKIJUTHBI, BAKOPUCTOBYBATH
Yy)XKUH KOMIT'IOTEp Ui BUMHEHHS 3JOYMHHHUX M1 y Mepexi Bl iMeHl Horo
BJIacHMKA. IcHye aBa crmocoOu peanizaiii Takux 3arpo3. Tak mepimii nepeadaydae

BCTAHOBJICHHSI HA KOMIT IOTEp ‘““KEpTBU MPOrpaMH, TaK 3BAHOrO aHAJIOTa CEpBepa,



3 SIKOTO 3JIOBMHCHHMK MOXK€ CTBOPHUTH BIJJIajieHEe 3’€HAHHS B TOM dYac, KOJHU
“KepTBa” 3HAXOOUTHCS B Mepexi. [Iporpamu, 1o BUKOPUCTOBYIOTHCS IJIS I[OTO,
HA3MBAIOTbCSI TPOSHCBKUMH. 3a CBOIMH O3HaKaMd BOHHM 3HAYHOK MIpPOKO
HaraaymoTh KOMIT'IOTepHI Bipycu. [[pyruil MeTos BiAmaneHOro aaMiHICTpyBaHHS
3aCHOBaHHMW Ha BUKOPHCTaHHI CIa0KUX MICIb ([IOMUJIOK), IO € B TPOTPaMHOMY
3a0e3MeueHH1 KOMII I0TEPHOI CUCTEMH — IMapTHEpa 1O 3B’s3Ky. MeTa iboro Merony —
BUWTH 3a MEXI CIIJIKYBaHHS 3 KIIEHTCHKOi (CEpBEpHOi) MporpaMu 1 MPsSIMO
BIUIMBATH Ha OIEpaliiiHy cUCTEMy, 1100 depe3 Hel ofepaTH JOCTyN 1O 1HIIUX
nporpam i gaaux. [Iporpamu, 1Mo cnpsMoBaHi Ha EKCIUTyaTallil0 YPa3IuBUX MiCIlb

KOMH,IOTepHI/IX CHCTCM, HAa3MBAIOTHCA CKCITJIOITaMH.

3axucm 6i0 mposaHcvbKux npozcpam. [ns ypaxkeHHS KOMII toTepa
TPOSIHCHKOIO MPOTPaMOI0 XTOCh MOBUHHMM 11 3allyCTUTH Ha IIbOMY KOMII IOTEpI.
Tomy BapTo OOMEXKHUTH JOCTYI CTOPOHHIX OCIO /10 MEPEKHHMX KOMII IOTEPIB
3arajJbHUM aJIMIHICTPATUBHUM CcrOcoO0M ((pizuyHe OOMEXKEHHs JOCTYITy, MMapoJib
TOIIO). 3BUYAWHHUIA METOJ, YCTAHOBKM TPOSHCHKHUX NPOrpaM Ha CTOPOHHIX
KOMIT'FOTE€pax MOB’SI3aHUM 13 NCHUXOJIOTIYHUM BIUIMBOM Ha KOpHUCTyBada, a came
Tpeba yYMOBUTH KOpHUCTyBadya 3poOUTH 1€ camocTiiHOo. Haluacrime
BUKOPHUCTOBYIOTHCS PO3CHJIAHHS IIKIJUIMBUX TMPOTpaM y BHTJSAAI JOAATKIB [0
MOBIJIOMJICHb €JIEKTPOHHOI MOIMITH. Y TEKCTI MOBITOMJICHHS BKa3y€ThCS, HACKUITBKU
KOpUCHA 1 BUTiIHAa I mporpama. KpiMm enekTpoHHOi MOIITH, 3JI0BMUCHHUKH

MOIIUPIOIOTH TPOSHCHKI IPOTPaMH Yepe3 KOMITAKT-TUCKH.

3axucm 610 excnayamayii NOMUAOK Yy NPOCPAMHOMY
3ab0e3neuenni. llel Bun 3arpo3 Maibke HeOe3MeUHUN AN KIHEHTCHKOL
CTOPOHHM. ATakaM NporpaM — €KCIUIOITIB NEpPEeBaXHO MiANal0ThCS CEPBEPH.

Crpareris 3JJO0BMUCHUKIB pealli3y€eThCA B TPU €TaIu.

Ha mepmioMy erami BOHM 3’4COBYIOTH CKJIaJ MpPOTrpaMm 1 yCTaTKyBaHHS B
JOKaNBHIN Mepexi “xepTBu”. Ha npyromy — po3miykyroTh iHGOpMAIliio Mpo
B1JIOMI MOMMJIKHM B IaHMX MporpamMax (mpo ypasnubocti). Ha TpetboMy — roTytoTh

nporpaMu — EeKCIUIOITH (YM BUKOPHUCTOBYIOTH paHIIie MiATOTOBJICHI KHUMOCH



nporpaMu) Ui eKCIUTyaTallil BHUSBICHHX ypa3nuBocTei. boporsba 3 1umu
3arpo3aMyu MOXeE BiIOyBaTHCSA Ha BCIX TPbOX eTamax. AJMIHICTpallis cepBepis,
HacamIiepe], KOHTPOJIIOE 3BEpTaHHs, MeTa IKHX MOJISATae B 3°sICyBaHHI IPOTrpaMHO-
amapatHoi KoHdirypariii cepepa. Lle 103BosIE TOCTAaBUTH MOPYITHUKA HA OOJIK

3aJI0BTO JI0 TOTO, SIK BiH 3[{IHCHUTH pEalbHy aTaKy.

Y HalOUIbII BIAMOBIAAIBHUX BHUITAJIKAX BHUKOPHUCTOBYIOTH CIHEIIaIbHO
BUJIUICHI KOMIT' FOTEPH YHM TIPOTrpaMu, 0 BUKOHYIOTH (PYHKII MIKMEpPEKHUX
exkpaHiB. Taki 3aco0u TakoX Ha3WBalOTh OpaHmMayepamu. bpanamayep 3aiimae
MOJIOKEHHS MK KOMIT IOT€paMHU, 10 3aXMINAKTHCS, 1 30BHIIIHIM CBITOM. BiH He
JI03BOJISIE TIEPETIISIIATH 330BHI CKIIQJl IPOTPaMHOTO 3a0e3MeUeHHsT Ha CepBepi 1 He
MPONYCKAae€ HECAHKIIIOHOBAHI JlaHi 1 KoMmaHAW. TakoXX ajaMiHICTpallis cepBepa
MOBMHHA YB&XXHO CHIAITh 3a NyOJiKamisiMd B MeEpeXi TMOBIIOMJIEHb TIPO

ypa3JIUBICTh, BUSBIICHY Y IIporpamax.

Jaepoza akmuenozo 3micmy. AKTUBHUHN 3MICT — 1€ aKTUBHI 00’ €KTH,
BOy/10BaHi y BeO-cTOpiHKU. Ha BiIMiHYy BiJl TACUBHOIO 3MICTY (TEKCTIB, MaJIIOHKIB,
ayI1OKIINIB TOIO) aKTUBHI OO0 €KTU MICTATH y €001 HE TIIbKM JaHi, a M
NpPOrpaMHUl KOJ, IO OJEP)KYE KIIEHT BEO-CTOPIHKHM, $Ka 3aBaHTaXXYETHCH.
ArpecuBHUI NpOrpaMHUNA KO/, 10 MOTPANUB Yy KOMII FOTEpP, 3AATHUN TOBOJUTHUCS
SK KOMIT I0TEpHUI BIpyC YM SIK areHTChbka nmporpama. Tak, BiH MOXe K pyHHyBaTu
JlaHl, TaK 1 B3a€EMOJIISITH 3 BIIJAJICHUMH MpOorpaMaMH 1 TaKMM YHUHOM ITpaIlFOBATH

K 3aci0 BIIJJAJICHOTO JJOCTYITY UM TOTYBATH IPYHT JJIsl HOTO YCTaHOBKH.

Jaxucm 6i0 axkmuenozco 3micmy. CTOpoHA, IO 3aXHUIIAETHCS,
MOBMHHA OL[IHUTHU 3arpo3y JJis CBOrO KOMII'IOT€pa 1, BIJMOBIJHO, HAJIAIITYBaTH
Opay3ep Tak, mo0O HeOe3meka Oyna MiHIMAIbHOK. SKIIO Taki IiHHI JaHl 4u
KOH(QIJEHIIIMHI 3BEJICHHS Ha KOMIT'IOTEpl HE 30epiraroThCs, 3axXUCT MOXKHA
BIJIKJTFOYUTH 1 TIEPETIISAIATH BEO-CTOPIHKM B TOMY BUTJISAII, SKUI mependaduB ix
po3poOHuK. SKmo 3arpo3a HeOaxkaHa, HEOOXIHO BUKOHATH HAJIAINTyBaHHS
3axucty y mnporpami Internet Explorer y pgianoroBomy BikHi «llapamempol

oezonacnocmu (Cepsuc/Csoticmea obo3pesamensi/bezonacnocmu/pyeoii) ».



3aepoza nepexonieHHs Yu NIOMIHU OAHUX HA WAAXAX
mpancnopmyeaHrHs. I3 IpOHUKHEHHSIM [HTEPHETY B €KOHOMIKY JYXKE€ TOCTPO
mocTaja 3arpo3a MepexOoIUICHHs YU MiAMIHM JaHUX Ha NUIAXY TPaHCIIOPTYBaHHS.
Tak, po3paxyHKH €JIEKTPOHHHMH IUIATIHKHUMHU 3aco0aMu (KapTKaMH TUTATDKHHUX
CHUCTEeM) TependadaroTh BIJANPABICHHS TMOKYMNIEM KOH(IASHIIMHUX JaHUX PO
CBOIO KapTKy MpojaBIio. SKmio mi AaHi OyayTh MNEpexXoIyieHI Ha OJHOMY 3
IPOMIKHHUX CEpBEPiB, HEMA€E TapaHTii, 0 HUMHU HE CKOPHUCTAETHCS 3TOBMUCHHK.
Kpim toro, yepes IatepHeT nepenarotbes daitmm nporpam. Ilinmina mux dainis
i 9ac TPAHCHIOPTYBAHHS MOKE MPU3BECTU 10 CEPUO3HUX HEraTUBHUX HACHTIJKIB.
OmgHouacHO 13 3aXHCTOM JaHUX HEOOXIAHO 3a0€3lMeYnTH MNOCBIIYECHHS
(imeHTHIKaIll0) MAPTHEPIB MO 3B’SA3KYy 1 MIATBEPKEHHS (ayTeHTH]IKAIIIO)

LIJTICHOCT] JaHUX.

3acobu 3axucmy OaHux HaA WAIAXAX MPAHCNOPMYBAHHA.
CporoJiHi B €JIEKTPOHHIM KOMEPIIil 3aXUIIAI0Th 1 ayTeHTU(PIKYIOTh JIaHi, a TaKOX
1AEHTU(IKYIOTh BIIJAJI€HUX NapTHEPIB 32 JOMOMOIOI0 KpUIITOTpadiuHUX METO/IB,

10 TEXHOJIOT1YHO Peaji30BaHi B €JIEKTPOHHOMY IU(PPOBOMY MiTHUCI.

3aepoza empyuaunnsa 6 ocobucme xwcumms. B OCHOBI 1€l
3arpo3u JIeKaTh KOMEPIIHI IHTEpeCH peKJIaMHUX opraHizaiiil. BinBimyrouu BeO-
CTOpPIHKHM, MU 0auyuMO Maii’Ke Ha KOXHIM peksiaMHi oroyionieHHs (6anepu). Ilpu ix
npuiioMi Opay3ep YCTaHOBIIIOE 3B’SI30K 3 1X BIIACHUKOM (PEKJIAMHOKO CHCTEMOIO) 1
HEIMOMITHO JJI1 KOPUCTYyBaya peeCTpyeThCs B L1k cuctemi. [lepexoasuu Big ogHIET
BEO-CTOPIHKM O 1HILOI, KOPUCTYBa4 CTBOPIOE CBIM MCHXOJIOTTYHUI TOPTPET (BIH
Ha3MBAETHCS MpodiieM). 3a XapakTepoM BiJIBIIyBaHUX BeO-BY3JiB 1 BeO-CTOPIHOK
BijIJIaJieHa ciyk0a 37aTHa BUSHAYUTHU CTaTh, BIK, PIBEHb OCBITH, Pij 3aHATH, KOJIO
1HTEpECiB, piBEHb JOOPOOYTY 1 HaBITh XapaKTep 3aXBOPIOBaHb 0co0Ou. JlocuTh x0ua
0 oZIMH pa3 3apeecTpyBaTUCS ACCh i CBOIM 1M’sIM 1 TIPI3BHILEM, 1 paHiiie 310paHi
abCTpakTHI BIJOMOCTI HaOyBalOTh UIJIKOM KOHKPETHOrO 3MICTY — Tak

YTBOPIOIOTHCS HETJIACHI MEPCOHANIbHI 0a3M JaHWX HAa YYaCHHUKIB POOOTH B MEPEXKi



Internet. HaitGimbmn mpocTUM 1 OYEBHIHHUM JDKEPETIOM JUisl 300py MaHWX TIPO

aKTHBHICTH KJI€HTIB Internet € Mmapkepu “cookie”, 110 MpaIroTh y TaKUH CIocio.

Binnosigno no nporokony HTTP Opay3ep Moxke BiAnpaBUTH cepBEpPY 3alUT
Ha TIOCTayaHHS OJHOTO BeO-pecypcy (moxkymenta HTML) 1 HisSsK mpu 1boMy
CepBepy HE TpeaCTaBlseThcsa. [HOmI mominbHO, MO0 Opay3ep cepBepy
npenacrasisaBcs. Lle kopucHo juisi iHTepHeT-Mara3uHiB. CepBep MoOXe Iepenaru
Opay3epy HEBEJIMKHUM TMaKeT AaHUX, Y SKUX 3aKoJ0BaHa iH(opmallis, MoTpioHa
cepBepy Ams ineHTHdiKalii Opay3epa 1 HaAIITyBaHHS Ha poOOTY 3 HUM (JJOMEHHE
IM’s1 cepBepa 1 IJIAX JOCTYITY 0 B€O-CTOPIHKHU, JJIS SIKO1 MapKep OyB CTBOpPEHUH, a
TaKOoX 4ac il Mapkepa). Llell makeT THUM4acOBO 3amaM’ ITOBYETHCSI B ONIEPATUBHIN
nam’siTi KOMIT'I0Tepa 1 BUKOHYE POJb Mapkepa (MiTKu). Skmio Opay3ep 3HOBY
3BEpHYBCSl /0 LBOTO CepBepa, TO BIH Mpea sBlse HOMy paHillle NTPUHHATUN

Mapkep, 1 cepBep BiJipasy “po3yMie”, 3 SKUM KIIIEHTOM BiH Mae€ CIIPAaBY.

Mapkepu MOXKYyTh OyTH THMYAaCOBUMHM 1 MOCTIMHUMH. TrUM4YacoBUil Mapkep
30epiraeThCs B OMEPATUBHIN MMaM’ATi JOTH, MOKK Opay3ep mpaitoe. [1o 3akiHueHH1
Horo poOOTH BCl THMYAcCOBI MapKepu, OTPUMaHl BiJl CEPBEPIB, 3HULIYIOTHCS.
OpHak cepBepu 3alUIIAIOTh HE TIIBKM TUMYAcOBl, a i mocTiiHI Mapkepu. Komu
Opay3ep 3aBepiiye poOOTy, BCi MOCTIHI MapKepu, IO HAKOTMUYUIUCI B
OINEepaTUBHIN Mam’sTl, IEPEHOCATHCS Ha TBEPAUNA NUCK y BUTIIAAL aitmiB “cookie”.
Tak BimOyBa€eThCs MapKyBaHHsI >KOPCTKOTO JHMCKa 1 Komm'torepa kiieHTa. [Ipum
BUXO0/A1 B Internet Mapkepu 3YUTYIOTbCS 3 JKOPCTKOTO JUCKAa B OINEPAaTUBHY
nam’sTh, 3BIIKM Opay3ep mpea’sBise iX cepBepaM, skl iX moctaBwid. bpaysep
TaKOX JIeraibHO mocTtaBiisge iHpopmariito 3 npotokony HTTP: moimomisie cBotro
Ha3By, HOMep Bepcii, TUN onepaiiitHoi cucremu komm torepa 1 URL-anpecy Be6-

CTOPIHKH, SIKY KJIIEHT Bi/IB1JaB OCTAHHBOIO.

®i3uyHO1 3arpo3u Mapkepu “‘cookie” KOMIT IOTepy HE HECYTh, OCKIIBKH I1€
Gaitnu naHux, Mo HE € NporpaMHUM KoJoM. OJHaK BOHHM BBa)XKaIOThCS 3arpO3010
yepe3 MOXKIIMBICTh BTpy4YaHHd B ocoOucte xuTtsi. Heneranpuuih 301p

iHpopmamii Moxe 3AIMCHIOBATHCS 3aBASKA TOMY, IO CEPBEP B 3MO31



OPOYUTATH HE TUIBKK CBOI MapKepH, a W Ti, SIKI BCTAHOBWJIM 1HII CEpPBEPH.
[TpakTHKa BUKOPUCTaHHS MapKepiB AJisi 300py 3BeJeHb PO KOpHUCTyBayiB Internet
B JaHUW Yac 3HAXOJAWUTHCS I THIBHOI yBaroi ¢axiBIIB-IIPABO3HABIIB.
CborogHi B JesKMX KpaiHax pO3pOOSSIFOTHCS OOMEXKEHHS Ha BUKOPHUCTAHHS
MapkepiB “cookie” y 3B’sI3Ky 3 THM, 1110 CepBEp MOBUHHUM MaTH 00’ €KTHBHI 3aCO0U
i1eHTUdIKAIllT TPABOBOIO CTATyCy KIIE€HTa, TEpII HDK pPO3MIIATH Ha HMOro

KOMIT FOTEP1 MapKepH.

3axucm 6i0 empyuanus 6 ocooucme xcumms. bpaysep Internet Explorer mae
CcreliajbHi HAJTAIMNTYBAaHHS IS BUIKIIOYCHHS MPHIOMY MapkepiB ‘“cookie” B
nianoroBoMmy BikHI «llapamempol  bezonacnocmuy. HaWmpocTilie 3aXUCTUTH

nanky C:\Windows\Cookies Biz 3anucy. Hac Bijg 4acy BUIaISIATE BMICT MAIKH.

3aeposa coyianvroi inxcenepii. 1le MeTo MaHIMyJIALIT JI0JJbMH 200 MEBHOIO
JFOIMHOI0 (OCOOMCTICTIO) 3 METOH OTPUMAaHHS BiJ IMX JItOJeil a00 KOHKPETHOI
JIOJMHU  JOCTYyNy J0 KOH(piAeHIiitHoi i1H(popMalii abo pO3roJIOmIeHHS i€l
iHpopMmairii. Meton 0a3yeTbcs Ha BHKOPUCTAaHHI CJHA0KMX MICHb JIFOJAUHU
(JIFOICBKOTO YMHHHMKA) 1 BBAXKAETHCA JIy>)KE PYHMHIBHUM. YCs TEXHIKA COIIATbHOI
1HKEHEpil TPYHTYETbCS HAa OCOOJMBOCTSX YXBAJECHHA PIIICHb JIOJbMH, IO
HA3WBAIOTHCS KOTHITUBHUM 0Oa3zucoM. J[7isi mpoBeaeHHs CBOIX aTak 3JI0BMHUCHUKHU
JacTO EKCIUTyaTYIOTh JOBIPJIMBICTb, JIiHB, 3a3/APICTh, XKaII0HICTh, JHOO'S3HICTH 1
HaBITb €HTYy31a3M KOPHUCTYBadiB 1 CHIBpOOITHUKIB oOpraHizamii. Y cBoeMmy
TPaaUIIMHOMY BUTJISI1 aTaka Ha JIIOJMHY 3a3BHYail 3BOJMTHCS JIO A3BIHKIB TIO
TeneoHy 3 METOK OTpUMaHHS KOHQIAEHUIHHOI 1H(dopMalii (K IpaBuUio,
NapoJiiB) 3a IONOMOTOK0 BHUJayl cede 3a 1Huy ocoly. i 3aXxucty KOpUCTyBayiB
BiJl COIIaJIbHOI 1HXEHEPii 3aCTOCOBYIOTHCS SAK TEXHIYHI, TaK 1 aHTPOMOTEHHI
3acobu. HalmpocTimmMu MeTogaMu aHTPOIIOTCHHOTO 3aXHCTy MOXKHA Ha3BaTH
NPUBEPHEHHSI yBaru JrOfiel 10 mnuTaHb Oe3neku. [lo TEXHIYHOTO 3axXHCTy
HajieXXaTh 3aco0H, IO 3aBaXarOTh OTpHMaTH 1HGOpPMaIliIO, 1 3aco0u, IIIo

3aBa)KarOTh CKOPUCTATHUCS OTPUMAHOIO iH(opMaIri€ro.
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Annomauun. Ilpeonosiceno  cogpemeHHoe  onpeodenieHue  NOHAMUS
«UHGOpMayuoHuas 6e30nacHoCmby U  PACCMOMPEHbl OCHOBHblIE NPUSHAKU
aghpexmusrnoco GyHKYUOHUposanus cucmem UHGOPMAYUOHHOU OE30NACHOCIIU.
Hana knaccuguxayus 6u008 yepo3 HapyuleHus UHGHOPMAYUOHHOU 6e30NACHOCMU U
ux Kpamkas xapaxmepucmuxa. Paccmompenst memooul 3auumul om 3mux y2pos.

Knwuesvie cnosa: ungopmayuonnas 6ezonacHocms, 3pghexkmusHvle
npUsHaKu cucmem 6e3onacHocmu, Kiaccugurayus y2po3 6e3onacHocmu, memoobl
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Summary. It is proposed the modern definition of information security
concepts and describes the main features of the effective functioning of information
security systems. The classification of types of threats to information security
violations and their brief characteristics. The methods of protection against these
threats.

Keywords: information security, effective signs security systems,
classification of security threats, methods of protection against threats.
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